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MARI NE CORPS ORDER 2410. 2B

From Commandant of the Marine Corps
To: Di stribution List

Subj : ELECTROVAGNETI C ENVI RONMVENTAL EFFECTS (E3) CONTROL
PROGRAM

Ref : (a) SECNAVI NST 5000. 2A
(b) Anerican National Standard Institute (ANSI) C63. 14
(c) MCO 5104.2
(d) MCO P5000. 22
(e) MCO 2400.2

Encl: (1) Electromagnetic Environnental Effects (E3) Definitions
(2) Electromagnetic Interference (EM) Hotline
I nstructions

1. Purpose. To publish information concerning the Marine Corps
E3 Control Program assign responsibilities to acconplish the E3
Control Program objectives; and to publish instructions for use
of the EM Hotline reporting.

2. Cancellation. MCO 2410. 2A.

3. Background. The growth in recent years in the nunber of

sophi sticated el ectronic systens for Conmand, Control, Conmuni -

cations, Conputer, and Intelligence (C4l) on the nodern battlefield has
resulted in new and unforeseen effects upon the el ectromagneti c environnent.
This Order inplenents the Secretary of the Navy policy expressed in reference
(a), part 6. The Marine Corps E3 Control Program enconpasses a nunber of

di sci plines which include EM, El ectronmagnetic Conpatibility (EMC), and

El ectrostatic Discharge (ESD). The Marine Corps E3 Control Program has been
established to identify, assess, and control E3 deficiencies which could
seriously degrade Marine Corps equi pment, systens, or platforns that wll

af fect the combat capability of the Fleet Marine Forces (FM).

a. Definitions. Reference (b) has been adopted by the
Department of Defense (DoD) to serve as a standard dictionary
for definitions pertaining to E3. Comonly used E3 rel ated
definitions are listed in enclosure (1) for the conveni ence of
t he reader.

DI STRI BUTI ON STATEMENT A: Approved for public rel ease;
distribution is unlinited.
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b. Program Description

(1) Mssion. The Marine Corps E3 Control Program has
been established to acconplish the follow ng objectives:

(a) Assist acquisition managers in defining E3
requi renents for new equi pnment, reprocurenents, and spare parts
acqui sition.

(b) ldentify and assist the FMF in correcting E3
probl ens.

(2) bjectives. The Marine Corps E3 Control Programis
designed to mnimze degradation due to E3 anong el ectroni c and
el ectrical systens that are in use or intended for future use.
The E3 Control Programwill provide acquisition managers and
operational forces the technical support required to achieve
adequate E3 control, and correction of E3 deficiencies for al
weapon systens or equi pnent (WS/E). It should be noted that
this programis oriented to proper design, operation, and
mai nt enance practices that will enhance systens conbat

readiness. It is not intended to provide operational guidance
or doctrine for elec- tronic warfare (EW or comrand and control
warfare. It is related to EWneasures only in regard to the

fact that E3 con- trol practices assist in the electronics
protection effort to retain effective friendly use of the

el ectronagnetic spectrum Reference (c) addresses the Marine
Corps radi o frequency el ectromagnetic field personnel protection
program

(3) Current Activities. Experience has shown that
controlling E3 during the acquisition process is the nbst cost
effective way to achieve EMC for the system It is always nore
cost effective to design a systemproperly than to nodify a
fielded system Accordingly, increased enphasis nust be placed
on systenms under devel opnent. Current DoD activities which
support this effort include:

(a) DoD Joint Spectrum Center (JSC). The Ofice of
the Assistant Secretary of Defense has authorized the establish-
ment of the JSC to support DoD E3 and Spectrum Managemnent
functions. The JSC gets its policy guidance fromthe Deputy
Assi stant Secretary of Defense; Command, Control, and Contmuni -
cations, and operational guidance fromthe Joint Staff. The
concept of operations is supported by the Marine Corps as the
JSC will consolidate commn functions within a single
organi zation. The Marine Corps will retain control of its
support to the Fleet, but will benefit froman enhanced E3
i nformati on fl ow t hrough a standardi zed DoD E3 and spectrum
managenent phil osophy.

(b) Acquisition Reform "Secretary of Defense
Menmor andum Speci fications and Standards - A New Way of Doing
Busi ness” initiated a strategy and a specific plan of action to
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decrease reliance on the use of nilitary specifications and
standards in DoD procurenents. It will not be acceptable to
routinely reference the mlitary specifications and standards
into future procurenents. In fact, governnent specifications and
standards can only be utilized when comercial or non-governnent
standards do not neet the services needs or are not avail able.
If used, mlitary specifications and standards will require
wai vers fromthe m |l estone decision authority. Acquisition
strategy reports or acquisition plans shall address conpliance
with this new policy guidance.

(4) Corrective Action Program The purpose of this
programis to provide assistance to the operating forces of the
Marine Corps by identifying and correcting E3 deficiencies. The
nmet hod for effecting required E3 corrective action may invol ve
any one or a conbination of the follow ng:

(a) Two nmobile EM test shelters have been devel oped
to assess EM problens that are encountered in the FM

(b) Incorporation of E3 instructions in setup
mai nt enance, and operational procedures.

(c) Recommend nodifications that will be integrated
to mnimze degrading E3 on fielded WS/ E

(5) Training. The training effort will inprove effi-
ciency in the devel opment and i nplenentation of effective E3
control techniques at all levels within the Marine Corps. Spe-

cial enphasis will be placed on user and operator; naintenance
and support; and control the effects of E3 during normal opera-
tion. Years of experience in dealing with E3 control neasures
have denonstrated that awareness is the key to resolving E3
problem EMC i nvol ves an understandi ng and application of basic
el ectrical engineering principles. The goal of this programin
regard to training is to make the nost efficient use of limted
resources by having training teans under the cogni zance of the
E3 Program O fice at Commander, Marine Corps Logistics Bases

( COVWARCORLOGBASES). These teans will devel op training courses
and "train the trainer” at major commands and Marine Corps
schools so that they in turn can conduct training.

(6) Acquisition Managenent Support. Reference (d)estab-
i shes acqui sition nmanagenent policies to achieve EMC. EMC can
be achi eved through proper WS/ E design, testing, installation
and mai ntenance procedures. EMC criteria will be established as
early as possible in the concept, exploration, and definition
phase of the WS/ E devel opnent and applied throughout the life
cycle of the Wo/E. To be effective, the design nethodol ogy nust
provide a clearly defined, coherent approach for preventing EM
probl ens to achieve the required EMC. This will ensure that the
WS/ E will operate properly in its intended el ectromagnetic
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environnent. Al WS/ E acquired for the Marine Corps, even those
devel oped by another mlitary service, are subject to this
Order. Reference (e) provides information pertaining to the
requi renents for subm ssion of Application for Equi pnent
Frequency All ocation (DD Form 1494).

(7) EM_Hotline

(a) An EM hotline tel ephone assi stance system has
been established by Comander, Marine Corps Systens Conmand
( COMVARCORSYSCOM) (PSE), and is nmanaged by COMVARCORLOGBASES
(Code 841-4), Albany. The primary function of the systemis to
provi de qui ck resolution and ready assistance to the field in
reporting and resolving EM problens as they are encountered.
The Hotline does not replace current reporting requirenents, but
i s designed as an accessory to the nornal systemin order to
facilitate i medi ate attention

(b) The hotline is available to all Marine Corps
activities seeking informal technical assistance for EM
control. It is manned by a conmercial firmand the tel ephone
nunber is (703) 425-9666. Collect calls will be accepted 24
hours a day, seven days a week; however, the line is manned by
techni cal per- sonnel only during working hours (0800-1700 EST),
Monday through Friday. At all other times, the line will be
answered by a recording service which will take the caller’s
nanme and tel ephone nunber. Contact will be nade with the caller
no | ater than the next working day. Wen naking a hotline
report, the caller should be prepared to answer the questions
listed in enclosure (2). The answers to these questions provide
the basic data required by engi neering personnel to research a
probl em and get back to the caller with appropriate assi stance.

4. Summary of Revision. The followi ng are major revisions nmade
to this Order.

a. Includes acquisition reform

b. Updates current nanes, codes, and references associ ated
with the E3 Control Program

c. Includes information concerning the Joint Spectrum
Center, which did not exist when the previous Order was published.

5. Action. The followi ng actions are assigned to acconplish
the objectives of this program Matters involving USMC policy
or issues that arise fromthese instructions should be referred
t hrough establi shed command channel s.
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a. Headquarters Marine Corps (HQWC)

(1) Deputy Chief of Staff for Manpower and Reserve
Affairs; Deputy Chief of Staff for Installations and Logistics.
Mai ntai n an E3 program point of contact for coordination of
matters required by this directive. ldentify the individual
desi gnated t o COVMARCORSYSCOM ( PSE) .

(2) Deputy Chief of Staff for Aviation; Deputy Chief of
Staff for Plans, Policy, and Operations: and Assistant Chief of
Staff Command, Control, Comruni cations, Conputer Systens,
Intelligence, and Interoperability

(a) Maintain an E3 program point of contact for co-
ordination of matters required by this Oder. ldentify the
i ndi vi dual designated to COMVARCORSYSCOM ( PSE) .

(b) Assist COMVARCORSYSCOM (PSE) in the devel opnent
of E3 control techniques and procedures required for joint
operation.

(3) Director, Safety Division. Miintain an E3 program
poi nt of contact for coordination of matters required by
this Order. Provide policy and gui dance on personnel radio
frequency (RF) protection issues and perm ssible RF radiation
exposure limts. Identify the individual designated to
COMIVARCORSYSCOM ( PSE) .

b. COMVARCORSYSCOM The Marine Corps E3 Control Program
has been established to acconplish EMC t hroughout the FM.
COVMVARCORSYSCOM (PSE) is the sponsor of the E3 Control Program
and will:

(1) Provide overall E3 control programs policy, direc-
tion, and coordi nation.

(2) Interface with other DoD agencies on E3 natters.

(3) Provide direction and gui dance as well as serving as
the adm ni strative owner of the E3 test shelters.

(4) ldentify funding requirenents for technical support
for the E3 program

(5) Ensure inclusion of E3 control requirenents in all
statements of work and specifications for the devel opnental and
production type contracts. Establish quality assurance and
testing procedures to ensure conpliance with these requirenents.

(6) After fielding, recomended E3 corrective action for
equi pnent as needed.
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(7) Ensure procurenent of appropriate test equipnent for
effective E3 testing and assessnent.

(8) Coordinate activities with the E3 points of contact
that have been designated by staff sections of HQWC

c. Commandi ng Ceneral, Mrine Corps Conbat Devel opnent
Conmmand ( MCCDC)

(1) Maintain an E3 program point of contact for coordi-
nation of matters required by this Order. Identify the individu-
al designated to COMVARCORSYSCOM ( PSE)

(2) Ensure that E3 preventive neasures are addressed in
operational requirements docunents for all WS/ E bei ng devel oped.

(3) Ensure all Marine Corps formal schools and training
centers inplenment E3 individual training standards as a basis
for all individuals responsible for W/ E.  (Protection of ESD
devi ces; groundi ng met hods; identifying and reporting E3 prob-
| ens; and equi pnent installations).

(4) Publish E3 control instructions as necessary in
MCCDC publ i cati ons.

d. Commanding Generals, FMF s: Marine Corps Bases, Posts,
Stations, and Reserve Forces. Establish an E3 control teamin
each Headquarters, MeF, Division, Wng, Force Service Support
G oup, Base, Post, and Station. Duties for this team should
i nclude, but not limted to:

(1) Establish procedures for an E3 control programto be
included in all activities involving installation, maintenance,
groundi ng, testing, repair, assenbly, and inspection of W5/ E

(2) Provide assistance to units encountering E3 control
probl ens.

(3) Conduct E3 control related awareness training in
support of fornmal training objectives.

(4) Oher E3 responsibilities as deened appropri ate.

e. COVVARCORLOGBASES

(1) E3 Control Program O fice (Code 841-4)

(a) Maintain an E3 control program point of contact
for coordination matters required by this Order. Serves as the
program manager of the E3 control program
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(b) Provide in-house support and on-site assistance
to the Marine Corps on E3 nmatters.

(c) Maintain a historical data base for collecting,
storing, and retrieving information concerning E3 rel ated prob-
| ems and sol utions experienced by the Marine Corps.

(d) Ensure proper E3 control procedures are used in
all depot repair; rebuild, inspect, and repair only as
necessary; maintenance; testing; assenbly; and installation
activities.

(e) Ensure that E3 control instructions are included
in all applicable technical manuals and "I" type publications
under COMVARCORLOGBASES cogni zance

(f) Ensure inclusion of E3 control standards and
speci fications for procurenent actions under COMVARCORLOGBASES
cogni zance.

(g) Provide technical nanagenent of the E3 test
shel ters.

(h) Recommend changes or additions to Marine Corps
Directives, Standards, Specifications, Manuals, and Orders as
necessary, and assist in identifying for procurenent the test,
measur enent, and di agnostic equi pnment required for E3 testing
and assessnents.

(i) Provide technical assistance in E3 control
matters relating to the Marine Corps Reserve.

(j) Manage the Marine Corps E3 hotline.

(k) Review E3 test data and reconmend fi xes
regarding the E3 testing.

(I') Interface with other Marine Corps activities for
use of the E3 test shelter

(2) Marine Corps Milti-Comodity Maintenance Centers,
Al bany and Bar st ow

(a) Maintain an E3 control program point of contact
for coordination of nmatters required by this Oder. ldentify
t he individual designated to COMMARCORSYSCOM ( PSE) and
COVVARCORLOGBASES (Code 841-4) as required

(b) Provide physical storage, preservation, and
security of the E3 test shelter

(c) Provide qualified personnel to operate the E3
test shelter.
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(d) Provide training for proper operation of the E3
test shelter.

(e) Properly maintain the E3 test shelter in an op-
erational readiness condition to include upkeep of the shelter
and ensure calibration of all test equipnment within the E3 test
shelter is acconplished.

6. Concurrence. This docunment has been coordi nated and
concurred on by COVMARCORLOGBASES, Al bany; and COVMARCORSYSCOM

7. Point of Contact. For matters pertaining to this Order, the
poi nt of contact is COMARCORSYSCOM ( PSE), DSN 278-4588/ 4587

8. Reserve Applicability. This Order is applicable to the
Mari ne Corps Reserve.

M J. WLLIAVS
By direction

DI STRI BUTI ON: PCN 10202875600

Copy to: 7000110 (50)
145004, 005 (2)
7000144/ 8145001 (1)
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ELECTROVAGNET!I C ENVI RONMVENTAL EFFECTS (E3) DEFI NI TI ONS

Arerican National Standards Institute C63.14 has been adopted
by DoD to serve as a standard dictionary for definitions conmonly
used pertaining to (E3). However, the following E3 definitions
are listed for the conveni ence of the reader

1. Electromagnetic Conpatibility. The ability of a system or
equi pnent to operate within design tolerances in its intended
environnent, with adjacent systens and equi pnrent, and with
itself.

2. Electromagnetic Environnment (EME). The resulting product of
the power and tine distribution, in various frequency ranges, of
the radi ated or conducted el ectromagneti c enission |evels which
may be encountered by a mlitary force, system or platformin
an i ntended operational environnent.

3. Electromagnetic Interference (EM). Any electronagnetic

di sturbance which interrupts, obstructs, or otherw se degrades
or limts the effective perfornmance of electronics and
electrical equipment. It can be induced intentionally, as in
sonme forns of electronic warfare, or unintentionally, as a
result of spurious em ssions and responses, internodul ation
products, and the like. Additionally, EM rmay be caused by

at rospheri ¢ phenomena, such as lightning and precipitation
stati c and man-rmade non-tel ecommuni - cations equi pnment, such as
vehi cles and industrial machi nery.

4. Electromagnetic Pulse (EMP). An intense single-phase tran-
sient el ectromagnetic wave that may be generated when a nucl ear
device is detonated or may be generated by non-nucl ear neans.
This intense wave nay damage sem conductor conponents and signa
processing circuitry that is found in electronic and el ectrica
equi pnent .

5. Electromagnetic Radiation. Radiation nmade up of oscillating
el ectric and magnetic fields and propagated with the speed of
light. Includes gana radiation, X-rays, ultraviolet, visible
and infrared radiation, radar, and radi o waves.

6. Electromagnetic Vulnerability. The undesired response of a
system or equi prent to the EME or the threshold above which a
system or equi prrent nmay be undesirably influenced by other

el ectronagneti c energy.

ENCLOSURE (1)
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7. Electronic Protection. That division of electronic warfare
i nvol ving actions taken to protect personnel, facilities, and
equi pnent fromany effects of friendly or eneny enpl oynent of

el ectronics warfare that degrade, neutralize, or destroy
friendly conmbat capability.

8. Electrostatic Discharge. A transfer of electrostatic charge
bet ween bodies at different electrostatic potentials caused by
direct contact or induced by an electrostatic field as shown in
USMC TM 9999- 15/ 2.

9. Em ssion Control. The selected control of emtted el ectro-
magneti c or acoustic energy to mnimze its detection by eneny
sensors or to inprove the performance of installed friendly
sensors.

10. Hazards of Electronngnetic Radiation to Fuel. Potential
for electromagnetic radiation to cause spark ignition of
vol atil e conbusti bl es, such as aircraft fuels.

11. Hazards of Electromagnetic Radiation to Ordnance. Under
sone circunstances, certain ordnance conponents are susceptible
to mal function, burnout, dudding, or ignition when subjected to
hi gh-intensity radio frequency fields.

12. Hazards of Electromagnetic Radiation to Personnel. Poten-
tial for electronagnetic radiation to produce harnful biol ogica
effects in humans.

13. High Altitude El ectromagnetic Pulse. An EWMP produced at an
altitude effectively above the sensible atnosphere (approx. 120

K .

14. Lightning. High anplitude el ectrostatic di scharges causing
irregular bursts of static in electronic systemreceivers.

15. Precipitation Static. Precipitation static consists of
charged precipitation particles that strike antennas and gradu-
ally charge the antenna, which ultimately di scharges across the
i nsul ator, causing a burst of static.

16. Radiation Hazard. Hazards caused by a transmitter or an-
tenna installation that generates el ectronagnetic radiation in
the vicinity of ordnance, personnel, or fueling operations in
excess of established safe |evels.

ENCLOSURE (1)
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ELECTROVAGNET! C | NTERFERENCE (EM ) HOTLI NE | NSTRUCTI ONS
The EM Hotline caller should have the foll ow ng information
avail able i f possible:
a. Name and tel ephone nunber of person reporting EM.

b. Type of platform systens, or equipnent that is affected.

c. Any procedure(s) appearing to be causing or aggravating
the problem

d. Brief summary of the problemor incident.
e. Has the problem been previously reported in official
i dentifying correspondence, report, or telephone conversation?

Provi de the nmessage originator and date-tine-group or origi-
nator, serial nunber, and date when applicable.

ENCLOSURE ( 2)



